C KaXXIIbIM TOZIOM MOJIOJICKH B MHTEPHETE CTAHOBUTHCS OOJIBIIE, A IIIKOJBHUKU OJTHU U3 CAMBIX
AKTUBHBIX MOJIb30BaTenen Pynera. Mexny TemM, TOMHUMO OTPOMHOTO KOJIMYECTBA
BO3MOKHOCTEH, HHTEPHET HECeT U MpoOJieMbl. DTa maMsATKa JOJKHA IOMOYb TeOe O€3011acHO
HAXOJHUTHCS B CETH.

KomneroTepHbie BUPYChI

KomnproTepHbIid BUPYC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX MTPOTPAMM, OTINYUTEIBbHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIIOCOOHOCTH K Pa3MHOXKEHUIO. B omosiHeHre K aTomy,
BHUPYCHl MOTYT HOBPEIUThH WJIM MOJTHOCTHIO YHUUTOXUTH BCe (aiiiibl U JaHHbBIE,
MOJIKOHTPOJIbHBIE TIOJB30BATENI0, OT IMEHHU KOTOPOTO ObLiIa 3amyIleHa 3apakeHHas
Iporpamma, a TaKXe MOBPEAUTh WIH JaXKe YHUUYTOKUTH ONEPALIMOHHYIO CUCTEMY CO BCEMU
daitnamu B 11esoM. B 60IbIIMHCTBE CllydaeB pacpOCTPAHSIIOTCA BUPYChI Uepe3 HHTEPHET.
MeToabl 3aIUThl OT BPEAOHOCHBIX TPOrPAMM:

1. Hcnonb3yil COBpEMEHHBIE ONEPAMOHHBIE CUCTEMBI, IMEIOIIUE CEPhE3HBII
YPOBEHb 3aLIUTHI OT BPEIOHOCHBIX MPOrPaMM;

2. IlocTostHHO ycTaHaBIMBal MayTH (LIUQPPOBHIE 3aIJIATKU, KOTOPhIE aBTOMAaTHYECKU
YCTaHaBIIMBAIOTCSA C 1IEJIbI0 JOPAOOTKU MPOrpaMMbl) U APyrue OOHOBIIEHHUS CBOEH
orepanoHHOM cucteMbl. CkaunBail X TOJIBKO ¢ OQUIIMATIBHOTO caifTa
pa3paboTturka OC. Ecnu cyiiecTByeT pexkxuM aBTOMaTHUYECKOTO0 OOHOBJICHHUS,
BKJIFOYH €T0;

3. Paboraii Ha cBOeM KOMIIBIOTEPE MO/ IPaBaMU MOJIb30BaTEINs, a HE
aIMUHUCTPATOPA. DTO HE MO3BOJIUT OOJIBIIMHCTBY BPEOHOCHBIX MPOTPaMM
MHCTaJUIMPOBATHCA HAa TBOEM MEPCOHAIILHOM KOMITBIOTEPE;

4. Vcnosb3yii aHTUBHPYCHBIE POTPAMMHBIE IPOAYKThI U3BECTHBIX

MIPOU3BOJIUTEINIEH, C aBTOMATUYECKUM OOHOBJICHUEM 0as3;

Orpannub pU3NUYECKUd JOCTYI K KOMIIBIOTEPY ISl MIOCTOPOHHUX JIULL;

Hcnonb3yil BHENTHUE HOCUTENU MH(GOPMALINK, TaKKE KaK (ielika, TUCK WK (ait

W3 UHTEPHETA, TOJBKO U3 MPOBEPEHHBIX UICTOYHUKOB;

7. He oTkpsiBait KoMIIbIOTEpHBIE (aiiiibl, TOJTYYCHHBIC U3 HEHAICKHBIX NCTOYHUKOB.
Haxxe Te (aitsibl, KOTOpBIE IPUCITAT TBOM 3HaKOMBIH. Jlydille yTOUHU y HETO,
OTIPABIISI JI OH TeOe UX.
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Cerun WI-FI
Wi-Fi - 5T0 He Bu nepenaun TaHHBIX, HE TEXHOJIOTHSI, a BCETo JIMIIL OpeH 1, Mapka. Ere B
1991 rony Huaepnanackas kommnanus 3apeructpupoaiia oOpern "WECA", yto 0603Hauano
cinoBocouetanue "Wireless Fidelity", koTopsbrit mepeBoauTcs Kak "OecrpoBOAHAsS TOYHOCTH'.
Jlo Haiero BpeMeHu Jolia apyras ab0peBuaTypa, KoTopas sIBJISI€TCS TaKOU ke TEXHOJIOTUEH.
Oto ab6peBuarypa "Wi-Fi". Takoe Ha3BaHMEe ObLIO JaHO C HAMEKOM Ha CTaHJAPT BBICIICH
3BykoBOM TexHuku Hi-Fi, uto B nepeBosie 03HayaeT "BbICOKAst TOYHOCTD'.
Ja, OecrnaTHbIM UHTEPHET-A0CTYN B Kade, OTEeNsIX U adponopTax sSBISETCS OTIIMYHOM
BO3MO>KHOCTBIO BbIX0/1a B UHTEpHET. HO MHOTHE 3KCIEPThI CUUTAIOT, YTO 001IeA0CTyIIHbIE Wi-
Fi cetu He sBNsAIOTCS 6€30MaCHBIMH.
CoBeTsl 110 0€30MacHOCTH Pa0OTHI B 00IIETOCTYHBIX ceTsx Wi-fi:
1. He nmepenaBaii cBoro tnunyto nHpopmaimio yepes odmenoctymnubie Wi-Fi cetn.
Pabotas B HuX, *elaTeNbHO HE BBOJUTH MAapoJIv JOCTYTIA, JJIOTUHBI U KaKUe-TO
HOMeEpa;



2. Wcnonw3yil 1 0OHOBISH aHTUBHPYCHBIE POTpaMMbl U Opanamayep. Tem caMmbiM
ThI 00€30MacuIIb ce0s1 OT 3aKaUKH BUPYCa Ha TBOE YCTPOICTBO;

3. Ilpu ucnonn3zoBanuu Wi-Fi otkimroun ¢pyakmuio "OO6mui 10CTym K daityiaMm u
npuHTepaM". JlanHast PyHKIUS 3aKpbITa IO YMOJIYAHUIO, OJHAKO HEKOTOPHIE
M0JIb30BATEJIM aKTUBUPYIOT €€ JIJIsl y100CTBa UCIOJb30BaHus B paboTe win yueoe;

4. He ucnonws3yit myonuunsiii WI-FI 115 nepenaun TMUHBIX JaHHBIX, HATPUMED IS
BBIXO/Ia B COLIMAJIbHBIE CETH WU B AJIEKTPOHHYIO MOYTY;

5. Hcnonw3yi#t Tonbko 3amuiieHHoe coenqunenue yepe3 HTTPS, a ue HTTP, T.e. mpu
Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B moOmisHOM Tenedone otkimoun pynkiuio "Tlonkmouenne k Wi-Fi
aBToMatndecku'. He qomyckail aBTOMaTHYECKOTO MOAKIIOUEHUS YCTPONCTBA K
cetsim Wi-Fi 6e3 TBoero cormacus.

CommanbHbie cETH
CornmanbHble CETU aKTUBHO BXOJISIT B HAITY KU3Hb, MHOTHE JIIOJM Pa00TAIOT U KUBYT TaM
MOCTOSIHHO. MHOTHE T0JIb30BaTEIHM HE MIOHUMAIOT, YTO UH(POpMAIIKs, pa3MeIleHHas MU B
COIIMAJIBHBIX CETSIX, MOXKET ObITh Hal/IEHa U UCII0JIb30BaHa KEM YTOJIHO, B TOM YHCJIEC HE
00s3aTeIBHO ¢ OJIATUMU HAMEPEHUSIMHU.
OcCHOBHBIE COBETHI IO 0€30MACHOCTH B COIIMAIBHBIX CETSIX:
1. Orpanuub crUcoK apy3eil. Y Te0st B ApY3bsiX HE JOJDKHO OBITh CIIyYailHBIX U
HE3HAKOMBIX JIFOJICH;
2. 3ammimaii CBOIO 4acTHYIO *KU3Hb. He yka3wiBait maponm, TenedoHsl, aapeca, 1aTy
TBOETO POXKJCHUS U APYTYIO JIMUHYIO HH(DOPMALINIO. 3I0YMBIIICHHUKA MOTYT
HCIIOJB30BaTh Jaxe MH()OPMAIIMIO O TOM, KaK Thl U TBOU POJAUTENIH MIAHUPYETE
MPOBECTU KAHUKYJIbI,
3. 3ammirai CBOI peryTaIuio - JIEPXKHU €€ B YUCTOTE U 3a7aBail ce0e BOTPOC: XOTeN
OBbI ThI, YTOOBI IpyTUE MOJIB30BATENM BUAEIH, YTO ThI 3arpysxaems? [logymaid,
MPEXKJIe YEM YTO-TO OMyOJIMKOBATh, HAITMCATh U 3aTrPY3UTh;
4. Ecnu Thl TOBOPHIIB C JIFOJBMHU, KOTOPBIX HE 3HACIIb, HE UCTIOJIB3YH CBOE pealIbHOE
UMS U APYTYIO JTUYHYIO HHGOPMAIIMH: UMS, MECTO JKUTEIHCTBA, MECTO Y4eObl U
pouee;
5. Msb6eraii pasmemnienus Gororpaduii B IHTepHETE, T1I€ THI M300pakeH HA
MECTHOCTH, 10 KOTOPOX MOKHO OIPEIEIIUTh TBOE MECTOIOJIOKEHHUE;
6. Ilpu perucrparuu B CONMAIBHON CETH HEOOXOIMMO HCIIOJIB30BATh CIIOKHBIC
MapoJIv, COCTOSAIIME U3 OYKB U IU(P U C KOJIUYECTBOM 3HAKOB HE MEHee §;
7. Jlns conpanbHOM CETH, MOYTHI U IPYTUX CAUTOB HEOOXOAMMO UCIIOJIH30BATh
pasHbie maposau. Toraa eciau Te€0s B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH MTOTy4YaT
JOCTYII TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHBIE ICHBI'U

DNEKTPOHHBIC IEHBIH - 3TO OYEHB YIOOHBIN CITOCOO TIIATEKEH, OJTHAKO CYIIECTBYIOT
MOIIICHHUKH, KOTOPBIE XOTAT MOJYYUTh ITH JCHBIH.

DIIeKTPOHHBIC JICHBI' U MOSBUIMCH COBCEM HEAABHO M MMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyJapcTBax J0 CUX MOp He MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM PYHKITMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TJI€ UX Pa3/IeIsioT Ha
HECKOJIbKO BHJIOB - aHOHUMHBIE M HEC aHOHUMHBIE. Pa3HHIIA B TOM, YTO aHOHUMHBIC - 3TO T€, B



KOTOPBIX pa3peniaeTcsi IPOBOIUTH Onepanuu 0e3 uaeHTU(UKAIIIY TOJB30BaTeNs, a B
HEaHOHUMHBIX UICHTU(DUKAIIIS TIOJIB30BATEINS SIBISIETCS] 003aTEIIBHON.

Taxoke cienyeT pa3nuuarh MEKTPOHHbIE (UATHBIE IeHbIY (PaBHBI FOCYAapCTBEHHBIM
BaJIIOTaM) U 3JIEKTPOHHBIE HE(UATHBIC IEHbI'U (HE PABHBI TOCYIAPCTBEHHBIM BaJIOTaM).
OcHOBHBIE COBETHI IO 0€30MAaCHOM padOTe C AIECKTPOHHBIMU JICHbIAMU:

1.

4.

[IpuBsxu K cueTy MOOWIIBHBIN TenedoH. ITo caMblil yI0OHBIN U OBICTPBINA CIIOCO0
BOCCTAaHOBUTH JOCTYM K cuery. [IpuBsizanHbIN TenedoH MOMOXKET, €Ccu 3a0yIellb
CBOM IUIATEKHBIN MapOJib WIM 3aiAe1Ib HA CAaUT C HE3HAKOMOI'0 YCTPOMUCTBA;
Hcnonb3yii ogaopa3oBbie nmapond. [locie nepexona Ha yCHICHHYIO aBTOPU3ALUIO
TeOe yke He OyJIeT yrpoXKaTh OMAaCHOCTh KPaku WM MepexBaTa IiaTeKHOTO
apoJs;

Br106epu cioxxHblid napodb. [IpectynHukam OyAeT He MPOCTO yrajaaTh CIOKHBII
naposab. Hagexueie maponu - 310 naposim, KOTOPEIE COAEPKAT HE MEHEE 8 3HAKOB
Y BKJIFOYAIOT B CE0sI CTPOYHBIC U TIPOIUCHBIE OYKBBI, (PPl B HECKOJIBKO
CHUMBOJIOB, TaKHE KaK 3HaK Jojuiapa, (yHTa, BOCKJIMIATEIbHBIN 3HAK U T.1I.
Hamnpumep, $tROng!;;

He BBOAM CBOM JIMYHBIEC TaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSECUIb.

DnexkTpoHHas noyra

DNeKTpOHHAs MOYTa - 3TO TEXHOJOTHUS U IIPEIOCTABISIEMBIE €10 YCIYTH 110 NEPECBUIKE U
MOJIYYEHHIO AJIEKTPOHHBIX COOOLIEHUH, KOTOPBIE PACIIPEACIIAIOTCS B KOMIIBIOTEPHOM CETH.
OOBIYHO 3JIEKTPOHHBIN MOYTOBBIN SUIUK BBITJIAINAT CIEAYIOIUM 00pa3oM:
UMs_T0JIb30BaTEsI(@UMs_NoMeHa. Takke KpoMe Mepeadn MpoCcToro TeKCTa, UMEeTCs
BO3MOKHOCTh NIEpe/1aBaTh (Pailiibl.

OCHOBHBIE COBETHI 110 OE30MACHON pabOTE C JIIEKTPOHHOM MOUTOM:

1.

Hano BeIOpaTh NpaBUIbHBIN OYTOBBIN cepBHC. B HHTEpHETE €CTh OrPOMHBIN
BBIOOp OECIIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIyUIlIe JOBEPSITh TEM, KOTO
3HACIIb U KTO IEPBBIN B PEUTHHTE;

He yxa3piBaii B InuHO# mouTe TnuHyro nHbopmaluio. Hampumep, myurie BoiOpaTh
"My3bIkanbHbIN  paHaT@" wim "pok2013" BmecTo "Temal3";

Hcrnons3yil IByX3TaHYH0 aBTOPU3ALUI0. DTO KOI'/1a IOMUMO HapoJIsl HYKHO
BBOJUTH KOJ, MpUChLIaeMblii o SMS;

Bri6epu croxxHbil 1apodib. I Kask10To OYTOBOTO SIITUKA TOJKEH OBITh CBOM
HAJIe)KHBIM, yCTOMYMBBIN K B3JIOMY MapOJIb;

Ecnu ecTh BO3MOKHOCTH HamMCaTh CAMOMY CBOM JIMYHBIN BONPOC, UCTIOJIB3YH 3TY
BO3MOKHOCTb;

Hcnonb3yl HECKOJIBKO MOYTOBBIX AIIMKOB. [IepBbIN 111 4aCTHOM IEPENUCKU C
azgpecaramu, KOTOPBIM Thl IOBEPSIEIIb. ITO JIEKTPOHHBIN apec HE HA0
UCIIOJIb30BaTh MPU PErrcTpaluu Ha (opyMax U cailTax;

He oTkpsiBail ¢aiiisl U Apyrue BIOKEHUS B MMCbMAaX, AK€ €CJIM OHU MPUILIA OT
TBOMX Jpy3el. Jlydle yTouHu y HUX, OTIIPaBIIsUIN I OHU Te6e 3TU (ailiibl;
[Tocne okoHyaHus pabOTHI HA TOYTOBOM CEPBHUCE MEPET 3aKPHITUEM BKJIAIKH C
caiiToMm He 3a0yap HaXxaTh Ha "Beriitu".

KubepOymnuHr unu BUPTYyaabHOE U37€BATEIHCTBO



KubepOymuHr - mpecienoBaHue COOOIMICHUSIMU, COJIEPKALIIMH OCKOPOJICHHUS, arpeCcCHIo,
3alyTUBAaHKE; XYJIUTaHCTBO; COLMATbHOE OOHKOTUPOBAHUE C MMOMOIIBIO PA3IMYHBIX HHTEPHET-
CEPBHUCOB.

OcHoBHBIE COBETHI IO 00pHOE ¢ KUOEPOYIUTUHTOM:

1. He Opocaiics B 60ii. Jlydmnii cmioco0: MOoCOBETOBAThCS KaK ce0s BECTH U, €CJIU HET

TOTO, K KOMY MOKHO OOpaTUThCS, TO BHaYaje YCIOKOUThCA. Eciu Thl HauHelb

OTBEYaTh OCKOPOJICHUSAMH Ha OCKOPOJICHUS, TO TOIBKO €lle O0JIbIle Pa30iOKelllb

KOH(JIMKT;

VYnpasisit cBoeil kubeppernyTaiuei;

3. AHOHMMHOCTH B ceTd MHUMAs1. CyIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32
AHOHUMHBIM AKKAYHTOM;

4. He cTout BecTu XyJIuraHcKuil 00pa3 BUPTyalbHOM ku3HU. THTepHET PuKcupyeT

BCE TBOM JICHCTBHUSI M COXPAHSET UX. Y JaTUTh UX OYyJIeT KpailHe 3aTpyAHUTEILHO;

Co0mros1ail cBOIO BUPTYaIbHYIO YECTh CMOJIOAY;

Urnopupyii enuHnyHbIN HeratuB. OHOpPa30Bble OCKOPOUTEIbHBIE COOOIIEHNUS

Jyy4iie urHopupoBaTh. OOBIUHO arpeccus MPEeKpalaeTcs: Ha HaYaJlbHOM CTaauu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSMH, B
COLIMAJIbHBIX CETAX €CTh BOZMOKHOCTH OJJOKUPOBKH OTIPABKH COOOLICHUMN €
ONPEIEIEHHBIX aJPECOB;

8. Ecnu TeI cBUneTENb KMOEpOymuHra. TBOU AEHCTBUS: BBICTYIUTH IPOTUB
IpeciIeI0BaTENs], I0KA3aTh €EMY, YTO €r0 JIEHCTBUS OLIEHUBAIOTCS HEraTUBHO,
MO/JIEPKaTh KEPTBY, KOTOPOI HyHa IICUXOJIOTUYECKAs TOMOILb, COOOLIUTh
B3pOCIBIM O (PaKTE€ arpeCCUBHOTO NMOBEACHUS B CETH.

N
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MoO6unbHbIHN TenehoH
CoBpemeHnHbIe cMapT(HOHBI U TIJIAHIIETHI COJIepPKaT B ce0e BIOJIHE B3POCIbIA (PYHKIIMOHAT, U
Temepb OHU MOTYT KOHKYPHUPOBATh CO CTAlIMOHAPHBIMU KOMITbIOTepaMu. OJTHAKO, CPEJICTB
3aIIUTHI J151 TOJOOHBIX YCTPOMCTB MOKA OUYE€Hb MaJio. TeCTUpOBaHUE U TIOUCK YSA3BUMOCTEH B
HUX MPOUCXOUT HE TaK MHTEHCUBHO, Kak 1yt [1K, To jxe camoe kacaeTcss 1 MOOMIIBHBIX
MIPUJIOKEHUM.
CoBpeMeHHbIe MOOUIIbHBIE Opay3ephl yKe MPAKTUUECKH JIOTHAJIM HACTOJIbHBIC aHAJIOTH,
OJTHAKO paciupeHre GyHKIIMOHaIa BICYET 3a COO0M OOIBIIYIO CI0KHOCTh M MEHBIITYIO
3aIIUIIEHHOCTb.
Jlaneko He Bce MPOU3BOAUTEN BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE KPUTUUECKUE
YSI3BUMOCTH JIJI1 CBOMX YCTPOMCTB.
OCHOBHBIE COBETHI JJIs1 O€30MTaCHOCTH MOOUJIBHOTO TeliedoHa:
1. Hudero He sBJISIETCS TO-HACTOSIIEMY O€CIIaTHBIM. ByIb OCTOpOXEH, BEJlb KOT/1a
TeOe mpeIararoT OeCIIaTHRIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO
MJIaTHBIE YCITYTH;
2. Iymaii, npexzae ueM oTnpaBuTh SMS, ¢hoTo unu Buaeo. Thl TOUHO 3HAEIIb, Te
OHH OyayT B KOHEYHOM HTOTE?
Heo6xoammo 0OHOBIIATH OMIEPAIMOHHYIO CHCTEMY TBOETO cMapThOHa;
Hcnions3yit aHTUBUPYCHBIE IPOTPAMMBI JIsI MOOMJIBHBIX TEIS(POHOB;
He 3arpy»xaii mpuioxeHus: OT HEU3BECTHOTO UCTOYHUKA, BEIb OHU MOTYT
coJiepKaTh BPEIOHOCHOE MPOTPAMMHOE 00ECIICUEHUE;
6. ITocre Toro Kax ThI BRIWEIIH C CaiiTa, Tie BBOJAWI JIMUHYIO HH(POpMAIUIO, 3aii11 B
HacTpoiiku Opay3epa u yaaiu cookies;
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7. Tlepnoamuecku mpoBepsii, KaKKe MIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

8. [laBaii cBOif HOMEP MOOMIIBHOTO Telle(hOHa TOJBKO JIFOJIIM, KOTOPBIX ThI 3HACIIH U
KOMY JIOBEPSICIIIb;

9. Bluetooth moymkeH ObITh BBIKIIIOUEH, KOT/A Thl MM HE TOJb3yelbes. He 3a0biBaii
WHOTJIa TIPOBEPSTH ITO.

Online urpsi
CoBpeMeHHbIE OHJIAHH-UTPHI - 3TO KPACOYHBIE, 3aXBaTHIBAIOIINE Pa3BICUYCHHS, 00bEIUHSIOIINE
COTHH THICSY YEJIOBEK 10 BceMy MUpY. Urpoku nccneayroT TaHHbIA UM MUP, OOIIAOTCS APYT C
JIPYTOM, BBITOJIHSIOT 3aJJaHUs, CPAYKAKOTCS C MOHCTPAMU U TIOJTy4YarOT OIBIT. 32 yI0BOJIbCTBUE
OHH TUIATAT: MOKYMAIOT JUCK, OTNIAYUBAIOT a00OHEMEHT WJIHM MPUOOPETAIOT KaKHe-TO OIIHUH.
Bce aTi cpeacTBa uayT Ha MOJAEpKAHUE U Pa3BUTHE UTPHI, a TAKXKE HA caMy 0€30MacHOCTb:
COBEPILEHCTBYIOTCSI CHCTEMbI aBTOPU3ALIMH, BBIITYCKAIOTCSI HOBBIE TATYH (LU(POBBIE 3aIJIaTKU
JUI IPOrPaMM), 3aKpPbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.
B nomo6HbIX Urpax CTOUT ONacaThCsl HE CTOJIBKO CBOMX COIEPHUKOB, CKOJIBKO KPayKU TBOETO
napoJisi, Ha KOTOpOM OCHOBaHA CUCTEMa aBTOPHU3aLUMHU OOJIBIIMHCTBA UTP.
OCHOBHBIE COBETHI 110 O€30M1aCHOCTH TBOETO UTPOBOT0 aKKAYHTA!

1. Ecnu apyroii urpok BeaeT ce0s III0X0 WIK COo3AaeT TeOe HEMPUITHOCTH,
3a0JI0KHPYH €ro B CIIUCKE UTPOKOB;
[Toxamyiics aIMAHHCTPATOPAaM UIPBI HA TUIOXO€ MOBEAEHUE ITOTO UTPOKa,
KEJaTeIbHO NPHJIOKHUTh KaKHE-TO J10Ka3aTeIbCTBA B BUJIE CKPUHOB;
He yxa3biBail TnuHyr0 nH(GOpMAIUIO B Tpodailie Uurpsl;
YBaxkail Apyrux y4aCTHUKOB I10 UTPE;
He ycranasnuBaii HeopuimaabHbIe TATYX U MOJIBI;
Hcnonp3yii CII0XKHBIE U pa3HbIE MTApOIIH;
Jlaxxe BO BpeMsi UTPbI HE CTOUT OTKJII0YaTh aHTUBUpPYC. [1oka ThI urpaemis, TBOM
KOMITBIOTEP MOTYT 3apa3HTh.

A
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OUIIMHT WM KpaXka JTUIHBIX JaHHBIX

OObIYHOM KpaXkel AeHET U IOKyMEHTOB CErOAHs YK€ HUKOIO He YJUBUIIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTHI 3JI0YMBIIIJIEHHUKH MIEPEMECTUITUCH B UHTEPHET, U MPOI0JIKAIOT
3aHUMATHCA " TIOOUMEIM' JIEJIOM.

Tax nmosiBUIIack HOBas yrpo3a: HHTEPHET-MOIICHHHYECTBA WK (DUIIHMHT, TTIaBHAS 1IeTh
KOTOPOTO COCTOUT B TIOJTYYEHUH KOH(DHUIECHIIMAIBHBIX JAaHHBIX MOJIb30BaTENICH - TOTHHOB U
napoJieii. Ha anrnuiickom s3bike phishing untaercs kaxk ¢pumunr (ot fishing - peioHas noBs,
password - mapoub).

OcHoBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Cnenu 3a cBOMM aKkayHTOM. Eciu ThI I0103peBacIilb, 4TO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXOUMO 3a0JIOKUPOBATH €€ U COOOIIUTh aIMUHUCTPATOPAM
pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnonw3yit 6e30macHbie BeO-CalThI, B TOM YHCIIC, MHTEPHET-Mara3nHoB U
MOMCKOBBIX CHCTEM;

3. Hcnonw3yi cinoxHbie U pa3Hbie mapoiau. Takum oOpa3oM, ecii Te0si B3IIOMAIOT, TO
37I0YMBIIUIEHHUKY MOJIyYaT JOCTYH TOJIBKO K OJHOMY TBOEMY NMPOQUIIIO B CETH, a
HE KO BCEM;



4. Ecnu Te0s B3IOMaIH, TO HEOOXOIMMO TPETyIPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE T00aBIIEHBI Y TEOSI B IPY3bSAX, O TOM, UTO TeOs B3JIOMAII U, BO3MOXKHO,
OT TBOETO UMEHHU OYJET pacChIIAThCS CIIaM U CCHIJIKK Ha (DUIIMHTOBHIC CAlTHI,

5. YcranoBu HagexHbli napoiib (PIN) Ha MoOUIBHBIN TenedoH;

OTxIr0uM coXpaHEeHHE Mapods B Opaysepe;

7. He oTkpbiBaii (aiisiel U Apyrre BIOKEHUS B MUChMaX, Ja)Ke €CIIM OHU MPHIILIIH OT
TBOMX JApy3ei. JIydle yTouHu y HUX, OTIIPABIISUIN T OHU TeOe 3Th (haiiibl.

o

[{udposas penyramus
[udposast pemyTarus - 5T0 HETaTUBHAs UM MO3UTUBHASI HH(OPMALIUS B CETH O Tebe.
Kommnpomerupyrtorias uapopMalus, pa3MeieHHas B HHTEPHETE, MOKET CEPbEe3HBIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOM xku3HU. "L{udposas penyramus" - 3T0 TBOI UMUK, KOTOPBIi
dbopmupyercst u3 uHbopMaluu o Tebe B UHTEPHETE.
TBOE MECTO KHUTENBCTBA, YUeObl, TBOE (PMHAHCOBOE MOJ0KEHHE, OCOOCHHOCTH XapaKTepa u
pacckasbl 0 OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.
MHorue nogpoCcTKy JIETKOMBICIEHHO OTHOCSITCS K MyOJIMKAllMK JJMYHON HH(pOpMaluu B
WuTepHeTe, He MOHUMAsi BO3MOXHBIX MOCieACTBUN. Thl 1axke HE CMOXKEIb 10ralaThCsl O TOM,
yto (poTtorpadus, pa3MellleHHas 5 JeT Ha3ajl, cTajla IPUYMHON 0TKa3a MPUHATH TeOs Ha padoTy.
KomMmenTapuu, pa3menienue TBoux Gororpaduii 1 Ipyrue JeiHCTBUS MOTYT HE HCUE3HYTh JIaXkKe
MOCJIE TOTO, KaK Thl UX YAaJIUlIb. Thl HE 3HAaEIb, KTO COXPaHWJI 3Ty HH(POPMAIIHIO, T0NaNa JIU
OHA B IMOMCKOBBIE CUCTEMBI M COXPAHWJIACH JIU OHA, a TJIABHOE: YTO MOJAYMAIOT O TeOe
OKpPYXaIOIlKe J0U, KOTOPbIE HAUIYT U YBUIAT 3T0. HaliTn nH(opmanuo MHOTO JET CIyCTs
CMOET JII000i - KaK U3 T0OpBIX MOOYXIAEHUH, TAK U C HAMEPEHUEM PUUUHUTH Bpea. ITO
MOXET OBITh KTO YTOJHO.
OCHOBHBIE COBETHI 1O 3aIIUTE LUPPOBON PEMyTALINHU:
1. Tlomymaii, mpexJie YeM 4TO-TO IMyOJIMKOBATh U MEPeIaBaTh y ceOsi B OJI0Te WU B
COILIMAJILHOM CETH;
2. B nactpoiikax nmpoduiis ycTaHOBU OTpaHUYEHUS Ha IPOCMOTP TBOETO Npoduiis u
€ro COAEP>KUMOTO, CAeial ero ToiabKo "mis npy3eu";
3. He pa3smemaii u He yka3biBail HHPOPMAIIKIO, KOTOpasi MOXKET KOro-JIn0o
OCKOPOJISITH MJIM OOMKATh.

ABTOpCKOE MPaBO

CoBpeMeHHbIE IIKOJIbHUKH - AaKTUBHBIE MOJB30BaTeNN HU(POBOro npocrpaHcTBa. OaHaKO
JIAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOTUMH BO3MOKHOCTSIMU LIU(PPOBOTO MUpa TpedyeT
cOOJIFOICHUS TTPaB Ha UHTEJUICKTYaIbHYI0 COOCTBEHHOCTD.

TepmuH "UHTEIEKTYallbHAsA COOCTBEHHOCTD'" OTHOCUTCS K Pa3JIMYHBIM TBOPEHHUAM
YeJIOBEUECKOro yMa, HauMHasi C HOBBIX M300pETEHUH U 3HaKOB, 0003HAYAOIIMX COOCTBEHHOCTh
Ha MIPOJYKTHI U YCIIYTH, M 3aKaHYMBAsi KHUTaMH, poTorpadusimMu, KWHOUIEMaMU U
MY3bIKaJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE MpaBa - 3TO MpaBa Ha MHTEUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS HAYKH,
JUTEPATYPBI U UCKYCCTBA. ABTOPCKHE ITpaBa BBICTYIAOT B KAYECTBE FApAHTUH TOTO, YTO
MHTEJJIEKTYaJIbHBIN/TBOPUECKUM TPy aBTOpa HEe OyIeT HalpacHbIM, AaCT €My CIpaBeJIUBbIE
BO3MO>KHOCTH 3apa0o0TaTh Ha pe3ysbTaTax CBOErO TPy, MOJYYUTh U3BECTHOCTh U MTPU3HAHUE.
Huxkro 0e3 pa3pelieHus: aBTopa He MOXKET BOCIIPOU3BOJUTH €T0 MIPOU3BEACHHUE,



pacipoCTpaHsTh, MyOJINIHO JEMOHCTPUPOBATh, IPOJaBaTh, UMIIOPTUPOBATH, ITyCKATh B
MpOKaT, MyOIMYHO UCIIOHATD, TOKA3bIBATH/UCIIONHATH B 3(hUpe Ui pa3Mmeniats B MIHTepHeTe.
Hcnonp3oBanue "MupaTckoro” mporpaMMHOr0 00ecreueHus] MOXKET PUBECTU K MHOTUM
pHUCKaM: OT OTEPH JIaHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKHU TBOETO yCTPOUCTBA, T1e
yCTaHOBJIEHA HeJeranbHas nporpamma. He cTouT Taxxke 3a0bIBaTh, YTO CYIIECTBYIOT
JerajabHble U OeCIIaTHBIE IPOTPaMMbl, KOTOPbIE MOYKHO HAalTH B CETH.



