NudopmanuonHas namsaTka
00 OCHOBHBIX PHCKAX /Js JeTeil B ceTd «AHTepHET» U MepPbI M0 NX MUHUMH3AINHA

C KaXIBIM TOI0M MOJIOZICKH B HHTEPHETE CTAHOBHUTHCS OOJIbIIE, a IIKOJBFHUKH OHH U3 CaMBIX
aKTHBHBIX MOJIb30BarTenell Pynera. Mexxay TeM, IOMHUMO OTPOMHOTO KOJIMYECTBA BO3ZMOKHOCTEH,
WUHTEPHET HECET M MPOOJIeMbl. JTa MaMsTKa J0JDKHA TTOMOYb Tebe 6€301acHO HaXOAUThCS B CETH.

KomnbioTepHble BHPYChI

KoMIBIOTEpHBIH BUPYC — 3TO Pa3HOBUIHOCTh KOMIBIOTEPHBIX MPOTPaMM, OTIHIUTEILHOM
0COOEHHOCTBIO KOTOPOH SIBJISIETCS CTIOCOOHOCTD K Pa3MHOKEHHIO.

B nomnonHeHne K 3TOMY, BUPYChl MOTYT MOBPEIUTD WK MOJHOCTHIO YHUYTOXUTH BCE (Paliiibl U JaHHEIE,
[IOJIKOHTPOJIbHBIE TT0JIb30BATENI0, OT UIMEHH KOTOPOTO ObljIa 3alyllieHa 3apaKEHHas IporpamMma, a TaKkxke
MOBPEANTH WK J1aKe YHUUTOKHUTD OIIEPAIIOHHYIO CUCTEMY CO BceMH (aitnamu B esom. B
OOJBLIMHCTBE CJIy4aeB PaclpOCTPAHAIOTCS BUPYCHI U€pe3 HHTEPHET.

MGTOHH 3alIUThI OT BPCAOHOCHBIX IMPOTrpaMm:

1. Hcmonp3yii COBpeMEHHBIE ONIEPAIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN YPOBEHD 3aIUTHI OT
BPEIOHOCHBIX MPOTPaMM;

2. TlocrossHHO ycTaHaBnWBai mauTH (UG POBEIE 3aIJIaTKH, KOTOPHIE aBTOMAaTHYECKH
YCTaHABIMBAIOTCS C LENBIO JOPAa0TKK NPOTPaMMBl) U IpyTrre OOHOBIICHHS CBOECH OTepalluOHHON
cuctembl. CkagmBait MX TOJBKO ¢ OQHITHANTBHOTO caiita pazpadoTanka OC. Eciu cymecTByeT
PEXUM aBTOMaTHYECKOTO OOHOBIICHHUS, BKJIIOYH €r0;

3. Paboraii Ha cBoeM KOMITBIOTEPE TIO/1 PaBaMHU IOJIH30BATENS, & HE a/IMUHKICTpaTOpa. JTO He
MIO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MMPOrPaMM MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATIBHOM
KOMIIBIOTEpE;

4. Hcnonp3yii aHTUBUPYCHBIE IPOTPaMMHBIE TPOAYKTHI H3BECTHBIX MPOU3BOJUTEINEH, C

aBTOMAaTHYECKMM OOHOBJIEHHEM 0a3;

Orpanunyb (HU3HIECKHIA JOCTYIT K KOMITBIOTEPY JUIS MOCTOPOHHUX JIUII;

6. Vcronb3yi BHENIHHE HOCHTENN HH(POPMAIINH, TaKUe Kak (hiemKa, AUCK Wi (ailn u3 nHTepHeTa,
TOJILKO U3 POPEPEHHBIX HCTOUHUKOB;

7. He oTkpbIBaii KOMIBIOTEPHBIE (aiiiIbl, MOTYYCHHbIE H3 HEHAJEKHBIX HCTOYHUKOB. J{axe Te
(haiinbl, KOTOpBIE MTPHUCITA TBOH 3HAKOMBIH. Jlydlie yrouHu y Hero, OTHpaBJIsI JIK OH TeOe uX.

o

Ceru WI-FI

Wi-Fi - 310 He BujI niepeayn JaHHbIX, HE TEXHOJIOTHs, a BCEro Juiib Open, Mapka. Eme B 1991 roay
HUIepiaHcKas KoMnanus 3apeructpuposana opers « WECA», uto 0003Hauao cioBocovYeTaHnue
«Wireless Fidelity», KoTOpbIif epeBOAUTCS Kak «OeCIpOBOAHAS TOUHOCTHY.

Jlo Hamrero BpeMeHH Jionuia ipyras ab0peBrarypa, KOTopas sSBISETCS TaKOH Ke TEXHOIOTHerd. DTo
ab6pesuarypa « Wi-Fi». Takoe HasBaHue OBIIIO JaHO C HAMEKOM Ha CTaHAAPT BBICIINI 3BYKOBOM TEXHHKH
Hi-Fi, uto B mepeBo/ic 03HAYAET «BBICOKAS TOUHOCTHY.

ITa, OecruiaTHBIN HHTEPHET-IOCTYI B Kade, OTESX M adpONOPTax SBJIAETCSA OTIUIHON BO3MOXKHOCTBIO
BBIXO/Ia B HHTEpHET. HO MHOTHE 3KCIIepThI CYUTAIOT, YTO obIenoctynusie Wi-Fi ceTu He siBisiroTCst
0€e30I1acHBIMH.

Cogertnl o Oe30macHOCTH paboTe B 00IIe0CTYIHEIX ceTsax Wi-fi:

1. He nepenaraii cBoro IMuYHY0 HHGOPMAIHIO uepe3 obieaoctynasie Wi-Fi cetu. Pabortas B HuX,
JKeJaTeNbHO HE BBOJMTH ITAPOJIU JIOCTYIIA, IOTHHBI U KAKHE-TO HOMEpa;

2. Hcnonw3yii 1 OOHOBISH aHTUBUPYCHBIC IPOTpaMMbl U OpaHaMayep. Tem caMbIM Thl
obe3omacurib cedst OT 3aKauKd BUPYyca Ha TBOE YCTPOMCTRO;

3. Ilpu ucnonszoBanuu Wi-Fi otkimoun ¢pynkuuio « O0mmid 1ocTym K ¢aiiaaM 1 IpHHTEpam».
JanHas QyHKIMS 3aKphITa 10 YMOJYAHUIO, OJJHAKO HEKOTOPBIE M0JIb30BATEIH aKTUBUPYIOT €&
JUTs yoOCTBa UCTIONIB30BaHuUs B paboTe Wi yueoe;



4. He ucnonb3yit myommunsiit WI-FI ans nepegaum MTUYHBIX JaHHBIX, HATPUMED IS BBIXOJA B
COLIMAJIBHBIE CETH WU B DJIEKTPOHHYIO TOYTY;

5. Hmnonw3yit Toapko 3anmumenHoe coenuaenue aepes HTTPS, a ue HTTP, 1.e. mpu Habope Be6-
azipeca BBOJH UMEHHO «https://»;

6. B moOmipHOM Tenedone otkimoun ¢pyHkiuio «[logxmoyenne k Wi-Fi aBTomarndeckn». He
JIOITyCKail aBTOMAaTHYECKOTO MOAKIIIOUEHHS yeTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cormacusi.

ConnajabHble ceTH

ConanbHple CEeTH aKTUBHO BXOJST B HAIly XKHU3Hb, MHOTHE JIFOJTU pa0OTAIOT M )KHUBYT TaM ITOCTOSHHO, a B
Facebook y»xe 3aperucTpupoBaH MUJLTHAP/] YEIOBEK, YTO SBJISICTCS OHON CEbMOM BCEX KUTEICH
IJTAHETHI.

MHorue noJjb30BaTeIn HE IIOHUMAIOT, YTO HHq)OpMaHPISI, pasMClICHHAasA UMHU B COLIUATIBHBIX CCTAX,
MOJET OBITh HalIeHa 1 UCII0JIb30BaHa KEM YTroJHO, B TOM YHCJIEC HE 00s13aTeNBHO ¢ OJIaruMu
HaMCPCHUSIMMU.

OCHOBHBIE COBETHI 110 OE€30IIaCHOCTH B COLIMAIBHBIX CETSIX:

1. Orpannyb cniucok apy3ei. Y 1eds B APY3bAX HE JOIDKHO OBITH CIIyYaHBIX M HE3HAKOMBIX
JIFOJICH ;

2. 3amminail cBOIO yacTHYIO *u3Hb. He ykaspiBail mapomnu, TenedoHsl, agpeca, 1aTy TBOETO
POXICHUS U APYTYIO TMIHYI0 HHOOPMALHIO. 3T0YMBIIUICHHUKH MOTYT HCIIOIb30BaTh Take
HHQOPMALIUIO O TOM, KaK Thl M TBOU POJUTENH IJIAHUPYETE IPOBECTH KAHUKYJIBI;

3. 3amminaii CBOI pPErmyTalMIO - ACPKH €€ B YUUCTOTE U 3a]1aBaii ce0e BOMPOC: XOTEI ObI Thl, YTOOBI
JpyTrHue NoJIb30BaTeNd BUACIH, YTO ThI 3arpyxaemib? Ilogymaii, mpexae 4emM 4To-To
oIy 0JIMKOBATh, HAITUCATh U 3aTPY3HTh;

4. Ecnu T TOBOPHLIB C JIIOABMH, KOTOPBIX HE 3HACIb, HE HCHOJb3YH CBOE PEaTbHOE UMSI U IPYTYIO
JTMYHYI0 HHOPMAIIUHU: UMSI, MECTO JKUTEIbCTBA, MECTO Y4eObl H Ipouee;

5. MWzGeraii pazmemenns ortorpaduii B IHTEpHETE, Tle THI N300paXKeH HAa MECTHOCTH, 110 KOTOPOI
MOYKHO OTIPE/ICIIUTH TBOE MECTOIOJIOKEHHUE;

6. Ilpu perucrpanuu B COIMAIBHOI CETH HEOOXOAMMO HCIOJIB30BATh CIIOKHBIE TTAPOJIH, COCTOSIIINE
u3 OyKB ¥ UQp U C KOJTMYECTBOM 3HAKOB HE MEHee &;

7. Jns couuanbHOM CeTH, MOYTH U JPYTHX CaiTOB HEOOXOIMMO UCIIOIb30BaTh pa3HbIE MapOIIi.
Torna ecinu Te0st B3IOMAIOT, TO 37I0YMBIIUICHHUKH TOJIy4aT JOCTYI TOJBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

DJIeKTPOHHBIE TeHbI N

SJIGKTpOHHBIe JCHBI'M — 3TO OYCHb y,Z[OGHI;Iﬁ croco0 HJIaTC)I(Cﬁ, OZIHAaKO CyHIeCTBYIOT MOLICHHUKH,
KOTOPBIC XOTAT IMOJTYUYUTH 3TU JCHBI'U.

3JICKTpOHHBIe JACHBI'K TOABUJIMCH COBCEM HEAABHO U UMEHHO M3-3a 3TOI'0 BO MHOT'UX IocyaapCrBax a0
CHX IIOp HC MPOIHUCAHO PO HUX B 3dKOHAX.

B Poccuu e oHM QYHKIIMOHHUPYIOT U O HUX YK€ MPOTHCAHO B 3aKOHE, TJIe UX Pa3JCIISIOT Ha HECKOJILKO
BHJIOB — aHOHUMHBIC W HE aHOHUMHBIC. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPHIX
paspelaercs MpoBOAMTE olepanuy 0e3 uaeHTH()HUKAIMY T0JIb30BaTEeNs, 2 B HCAHOHUMHBIX
HICHTUGUKAIIAA TTOJIH30BATENS SIBIISIETCS 00513aTeIIHHOM.

Taroke cieyer pa3nmudaTh JIEKTPOHHBIE (GUATHBIE IEHBIH (PaBHBI TOCYIAPCTBEHHBIM BAIOTaM) U
3JIEKTPOHHBIC HeuaTHBIC eHbIH (HE paBHBI TOCYIaPCTBEHHBIM BaIOTaM ).

OCHOBHBIEC COBETHI IT0 6€301TaCHOM pabOTe ¢ IICKTPOHHBIMH ICHBIaMU:

1. TlpuBspKH K c4eTy MOOMIBHBIN TeNneoH. DTO caMblil yIoOHBIN B OBICTPBIN cIOCOO BOCCTAHOBHTH
JocTyT K cuery. [[puBsi3aHHbIN TenedoH MOMOXKET, ecii 3a0yAellh CBOH IUIATEKHBIA MapOIIb UIIH
3aiiJIellb Ha CaliT C HE3HAKOMOT'0 YCTPOMCTBA;

2. MHcmonn3yit oqaopaszoBsie apoid. [locie mepexoa Ha YCHIICHHYIO aBTOPH3AINNIO TeOe yiKe He
OyzeT yrpoxarh ONMacHOCTh KpakKH MITU MepexBara IJIaTe)KHOTO MapoJis;



3. Bribepu cnoxHbrit mapons. [Ipectynaukam OyeT He IPOCTO yraiaTh CIOKHBIA MapOIb.
HanexxHsie maponu — 3T0 mapoJii, KOTOPhIE COAEPKaT He MEHEe 8 3HAKOB M BKIIFOUAIOT B ceOs
CTPOYHBIE U IPOTIICHBIE OYKBHI, IIU(PPHI 1 HECKOIBFKO CHMBOJIOB, TaKHe KaK 3HAK JI0JIIapa,
(yHTa, BocKIMIAaTeNbHbIH 3HaK 1 T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE TaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEIIb.

DJIeKTPOHHAS MOYTa

GHGKTpOHHaH Imo4YTa — 3TO TEXHOJIOTHA U NPEAOCTABIIAEMBIC €10 YCIIYT'U 110 NEPECHUIKE U IMMOJTYYCHUIO
QJICKTPOHHBIX COO6IIICHI/II71, KOTOPBIC PACIIPCACTIAOTCA B KOMHBIOTCpHOﬁ CCTH.

OOBIYHO IIEKTPOHHBIN MOYTOBBIA AIIUK BBITIISIUT CICTYIOIIIM 00pa3oMm:
AMS_TIOJTh30BATEISI(@WMSI_JOMEHa.

Taxxe KpoMCe mepeaadr MpoCToro TCKCTa, UMCECTCA BO3MOXKXHOCTh NIE€PEAaBaTh (bal\/'IJ'ILI.

OCHOBHBIE COBETHI 110 0€30MaCHOMN paboTe ¢ ANEKTPOHHOM MMOYUTOM:

1. Hazo BbIOpaTh NpaBUIIBHBII TOYTOBBIN CEpBHUC. B MHTEpHETE €cTh OrPOMHBIN BEIOOD
OecIIaTHRIX OYTOBBIX CEPBUCOB, OJHAKO JIyUIIe JOBEPATH TEM, KOTO 3HACIIb U KTO MEPBBIN B
peuTuHre;

2. He yka3bIBaii B JIMYHOM MOYTE JIMUHYIO0 HHPOpManuro. Hanpumep, jtydiie BHIOpaTh
«My3bIKaIbHBINA _(panat@» nin «pok2013» BMecTo «Temal3»;

3. Hcrnonp3y# IByXATAHYIO aBTOPU3AIMIO. ITO KOTJa TOMUMO MapoJisi HY)KHO BBOAWTH KO/,
npuchlIaeMslil o SMS;

4. BriOepu CI0KHBIA TapoJib. J[JIs KaXKI0r0 MOYTOBOTO SIIHMKA JIOJDKSH OBITh CBOW HAJICKHBIH,

YCTOWYUBBIN K B3JIOMY NapOJb;

Ecnu ecTb BO3BMOKHOCTH HallMCcaTh CaMOMY CBOM JIMYHBIM BOIPOC, UCHOB3YH 3Ty BO3MOYKHOCTB;

6. Hcmonn3yit HECKOJIBKO MTOYTOBBIX SIIAKOB. [1epBBIi IS 9acTHOW MEPENUCKH ¢ afpecaTaMu,
KOTOPBIM ThI I0BEpsIEIIb. DTO 3JIEKTPOHHBIN aipec He HaJ0 UCIOJIb30BaTh MPH PErUCTPALIUU Ha
(hopymax u caiiTax;

7. He oTkpriBail (pailiel U Ipyrue BIOKEHUS B MHCHMAX AK€ €CIIM OHU NMPHILUIN OT TBOMX JAPY3eil.
Jlyd4ie yTo4HUM y HUX, OTIPABIISUIN JTH OHH TeOe 3TH (paiiib;

8. Ilocne okoHuyaHusi pabOTHI HA TOYTOBOM CEpBHUCE MEPE 3aKPhITUEM BKIIAJIKU C caiiToM He 3a0yab
Ha)xxaTh Ha «BeiiTuy.
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Ku0epOy simHT WM BUPTyaJbHOE H3eBaTeIbLCTBO

KubepOymmHT — TipeciieloBaHre COOOIEHUSIMH, CONEeP KAIIUMU OCKOPOJICHHSI, arPECCHIO,
3aIyTrUBaHue; XyJIUTaHCTBO; COIIMAIbHOEC OOHKOTHPOBAHKE C TIOMOIILIO PA3JIMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 60pHOE ¢ KNOEepOyIITHMHTOM:

1. He 6pocaiics B 6oii. JIydmmii cioco0: mocoBeTOBaThCs Kak ce0st BECTH U, €CIIM HET TOT0, K KOMY
MOIKHO OOpaTUThCS, TO BHAYAJIE yCIIOKOUThCS. EciM Thl HAUHENIb 0TBEYATh OCKOPOJICHUSME Ha
OCKOPOJIEHHS, TO TOJIBKO €I11e OOJIbIIE Pa30KKelb KOH(IIUKT;

2. Ynpasisii cBocit KuOeppenyTaiuei;

3. AHOHHMMHOCTb B ceTd MHUMas. CyIecTBYIOT CIOCOOBI BBISICHUTB, KTO CTOUT 38 @aHOHUMHBIM
aKKayHTOM;

4. He cTouT BecTH XyJIUTaHCKHI 00pa3 BUPTyanbHOM XHU3HU. VIHTEpHET (QUKCHPYET BCE TBOU

JIEACTBUS U COXpaHSIET UX. Y JAUTh UX OyJAeT KpalHe 3aTpyTHUTEIBHO;

Co0imoait cBO# BUPTYaJIbHYIO YECTH CMOJIOY;

6. WrHopupy# equHnuHBINA HeratuB. OTHOPA30BbIE OCKOPOUTENBHBIE COOOLICHNUS Tyl
uropupoBatb. OOBIYHO arpeccus peKpamaeTcs Ha HadyaabHOH CTaany;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSIMH, B COLIMAJIBHBIX CETSIX €CTh
BO3MO>KHOCTb OJIOKMPOBKHU OTIPABKU COOOIICHUH C ONPEEICHHBIX aJpPECcOB;

8. Ecnu 161 cBUAeTens kKnbepOysuimHra. TBOM AEHCTBUS: BBICTYIIUTH IPOTUB TpECIIeI0BATENS,
MOKa3aTh MY, YTO €0 IEHCTBHSI OLICHUBAIOTCS HETATUBHO, MOAJEPKATh KEPTBY, KOTOPOU

o



HY>XHa IICUXOJIOTHYECKasd NOMOIIb, COOGH.II/ITL B3pPOCJIBIM O (baKTe arp€CCUBHOTIO IMMOBCJACHUA B
CCTHU.

MoOunbHbIH Te1edoH

CoBpemenHble cMapT(HOHBI U IIAHLIETHI COAEPIKAT B ceOe BIOJIHE B3POCIBIH (PYHKIIMOHAT, U TENEPh OHU
MOT'YT KOHKYPUPOBATh CO CTAlIMOHAPHBIMU KOMIIbIoTepamMu. OIHAKO, CPENICTB 3aLIUTHI AJIS TOX0OHBIX
YCTPOMCTB II0Ka OYEHb MaJIO.

TecTtupoBaHue 1 MOKCK YA3BUMOCTEH B HUX MPOUCXOAUT HE TaK MHTEHCUBHO, Kak It [1K, To xe camoe
KacaeTcsi © MOOMIbHBIX MPUIIOKEHHH.

CoBpeMeHHbIe MOOWITBHBIE Opay3ephl YKe MPaKTHIECKU JOTHAIN HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacmmpenre GyHKIMOHAIA BIIEYET 3a CO0O0M OOJBITYIO CIIOKHOCTh W MEHBIITYIO 3aIUIICHHOCTD.

Jlanexo He Bce IPOU3BOIUTENHN BBIITYyCKAIOT OOHOBJICHHS, 3aKPhIBAIOINE KPUTUIECKUE YSI3BUMOCTH IJIS
CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI IS 6€30IMaCHOCTH MOOMIBLHOTO TenedoHa:

1. Hwuuero He SBIAETCS MO-HACTOSIIEMY OecIIaTHBIM. By OcTOpOIKEH, Belh Kora TeOe
MpeIararoT OeCIUIaTHRIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIE YCIIYTH;

2. Jlymaii, mpexzae yem otnpaButh SMS, hoTo wim Buieo. Thl TOUHO 3HACIIB, TI€ OHH OYIYT B

KOHEYHOM HTOTe?

Heo06xommmMo 0OHOBIIATH ONIEPAIMOHHYIO CHCTEMY TBOETO cMapT(doHa;

Hcnonp3yit aHTUBHUPYCHBIE IPOTPAMMBI JIJIsI MOOWIIBHBIX TeNe(OHOB;

He 3arpysxait nmpuioskeHust OT HEM3BECTHOTO MCTOYHUKA, BEIb OHH MOTYT COJIEPIKATh

BPEIOHOCHOE MTPOTPaMMHOE 00ECTICUCHNE;

6. Ilocrme TOro Kak ThI BHIMJIEII C CaliTa, 1€ BBOIII JIMYHYIO UHPOPMAIIHIO, 3aliI1 B HACTPOHKHU

Opay3zepa u ynamum cookies;

[Tepuoamuecku mpoBepsiii Kakue TIaTHBIE YCIYT'H aKTUBUPOBAaHBI HA TBOEM HOMEPE;

8. Jlamaii cBOi HOMEp MOOHMJIBHOTO TeNe)OHA TOIBKO JIOJISIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSIEIIb;

9. Bluetooth gomkxeH ObITh BBIKJIFOUEH, KOTJa Thl UM HE MOJIb3yelibes. He 3a0biBaii nHOTAA
IIPOBEPSITH ITO.
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Online urpsi

CoBpeMeHHbIE OHJIAIH-UTPBI — 3TO KPACOYHBIE, 3aXBATHIBAIOLINE Pa3BIICUCHHS, OOBEANHAIOLINE COTHH
TBICSY YEJIOBEK 10 BceMy MUpY. rpoku UcCnenyIoT JaHHbI UM MU, OOIIAIOTCS APYT C APYTOM,
BBITIOHSIOT 3aJJaHUs, CPAYKAIOTCS C MOHCTPaMHU U TIOJTYYaroT OMBIT. 38 YAOBOJIBGCTBUE OHU IUIATAT:
MTOKYTAIOT AUCK, OTUIAYNBalOT aDOHEMEHT WIIH MPHOOPETAIOT KaKUe-TO OIIIIUH.

Bce aTu cpenctBa uayT Ha MoJyIep>KaHue U Pa3BUTHE UIPHI, a TAKXKE HA caMy 0€3011acHOCTb:
COBEPILIEHCTBYIOTCS] CUCTEMBI aBTOPU3ALIH, BBIITYCKAIOTCS HOBbIE NaTyH (U(POBbIE 3aIUIATKH IS
MIPOrpaMM ), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo6HBIX Urpax CTOUT OMAacaThCsl HE CTOJIBKO CBOMX COIEPHHUKOB, CKOJIBKO KPa)kKU TBOETO MapoJisi, Ha
KOTOPOM OCHOBAHA CUCTEMa aBTOPHU3AIMU OOJBIINHCTBA HUTP.

OCHOBHBIE COBETHI IT0 OE30ITACHOCTH TBOETO HUI'POBOT'0 aKKayHTa:

1. Ecmu npyroii urpok Beaet cedst III0X0 WM CO3JacT Tede HEMPUSTHOCTH, 3a0JIOKUPYH ero B
CIIMCKE HTPOKOB;

[Toxamy¥icss atMUHICTpaTOpaM UIPhl Ha IJIOXOE MTOBEAECHUE 3TOT0 UTPOKA, JKETATENBHO
MIPWIOKUTH KaKUE-TO TOKA3aTeNIbCTBA B BUIE CKPHUHOB;

He yka3spiBaii TnuHyt0 HHPOPMALUIO B Ipodaiiie urpsl;

YBaxaii Apyrux y4acTHUKOB I10 UTPE;

He ycranaBnuBaii HeouraabHble TAaTYH U MOBI;

Hcnonp3yii cl10KHBIE U pa3HbIE ApOIIH;
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7. Jlaxxe BO BpeMs UTPHI HE CTOUT OTKIIOYATh aHTHBHUpPYC. [loKa ThI HTpaenib, TBOW KOMITBIOTED
MOTYT 3apa3HTh.

DOUIIHHT WIH Kpazka JUYIHbIX JaHHBbIX

OOBIYHOM Kpameﬁ ACHET U JOKYMCHTOB CETOAHA Y>KE HUKOTO HE y,I[I/IBI/IfH_IB, HO C pa3BUTHUEM MHTCPHCT -
TEXHOJIOTHI 3JIOYMBIIIVICHHUKH IIEPEMECTUIIMCh B UHTCPHET, U IIPOJOJDKAIOT 3aHUMATHCA «ITFOOUMBIM)
JACJIIOM.

Taxk mosiBUIach HOBas yrpo3a: MHTCPHCT-MOIICHHNYCCTBA UIIN (1)I/IHII/IHF, rjiaBHas 1e€Jjib KOTOPOIo COCTOUT
B TIOJIy4eHUH KOH(QHUICHIMATGHBIX JaHHBIX [TOJIb30BAaTENe — JIOTHHOB M naposieil. Ha aHrmmiickom
si3bIKe phishing unraercs kak ¢pumuHr (ot fishing — peIOHas OB, password — MapoJb).

OCHOBHBIEC COBETHI 110 OOPKHOE ¢ PUITHHTOM:

1. Crnenu 3a cBouM akkayHTOM. Eciu ThI mos1o3peBaciiib, 4YT0o TBOSI aHKeTa OblIa B3JIOMaHa, TO

HEe00X0AMMO 3a0JIOKHPOBATH €€ M COOOIINUTE aAMHUHICTPATOPaM pecypca 00 ITOM Kak MOKHO

CKoOpee;

Hcnonp3yit 6e30macHbie BE0-CalThI, B TOM YHCIIe, MHTEPHET-Mara3nHOB U IONCKOBBIX CHCTEM;

3. Hcrnonp3y# coXHBIE U pa3Hble Maposn. TakuM o00pa3oM, eciid TeOst B3IOMAIOT, TO
3JIOYMBIIIUIEHHUKHY TIOJy9aT AOCTYII TOJIBKO K OJHOMY TBOEMY HPOQIIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0s B3110MAaH, TO HEOOXOIMMO MPEAYIPEAUTE BCEX CBOUX 3HAKOMBIX, KOTOpPHIE

TI00aBIICHBI Y TEOSI B IPY3BSIX, O TOM, YTO TEOS B3JIOMAITH M, BO3MOYKHO, OT TBOETO UMECHH Oy IeT

pacchlIaThes CllaM U CCBUTKU Ha (PUILMHTOBBIE CANTHI;

YcranoBu HajexHbIH mapons (PIN) Ha MOOGMIBHEIH TenedoH;

OTKIII0YM COXpaHEHUE apoJis B Opaysepe;

7. He otkpeiBaiil (pailiibl U Ipyrye BIOKEHUS B MUChMAX JIAXKE €CIIM OHU MPHIIUIA OT TBOUX JIPY3eil.
Jlydiie yTOYHH y HUX, OTIPABIISUIN JI OHU TeOe 3TU (aiiibl;
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Mud¢poras penyranus

Hudposas pemyTraus - 5TO HeraTUBHAs WK NO3UTUBHAS MH(OpMAIHS B CETH O Teoe.
Komnpomerupyromias naGopManus pazMelleHHas B HHTEpPHETE MOXKET CEpPbe3HbIM 00pa3oM OTPa3UThCs
Ha TBOEH peaJIbHOM KU3HHU.

«ugposas pemyTanus» - 3TO TBOM UMHILK, KOTOPBIA popMupyeTcst U3 HHPOpMauH o Tede B
HHTEpHETE.

TBoe mecTo KUTCIIBCTBA, y‘IC6BI, TBOC (I)I/IHB.HCOBOC IIOJIOKCHHEC, 0COOEHHOCTH XapaxkTepa 1 pacCkasbl O
OJIM3KMX — BCE 9TO HAKAIIMBAETCS B CETH.

MHor#e MoAPOCTKU JETKOMBICIICHHO OTHOCSITCS K ITyOuKanuy TUIHON nHpopmanuu B IHTEepHETE, HE
[TOHUMAasi BO3MOJKHBIX TOCIEACTBHA. ThI Taxe He CMOXKEIb A0TalaThCcs O TOM, 4TO (hoTorpadus,
pa3MelieHHas 5 et Ha3aj, cTajla MPUIHHOM 0TKa3a MpUHATH Te0s Ha padoTy.

KommenTapun, pazmemenue TBoux (otorpaduii u Apyrrue 1eHCTBUS MOTYT HE UCUE3HYTH JTaXe IMociie
TOTO, KaK Thl X yJaTUIIb. Thl HE 3HACIIb, KTO COXPAaHUI 3Ty HHPOPMAIHIO, TIONaja JIM OHA B TIOUCKOBBIC
CHCTEMBI H COXPAaHWIIACh JI OHA, a TJIABHOE: YTO MMOJAYMAIOT O Te0e OKPYIKAFOIIEe JIF0IH, KOTOPhIe HAlIyT
W yBUAAT 3T0. HaiiT nHPOpPMALNIO MHOTO JIET CITYCTSI CMOKET JII000H — KaK U3 JOOPBIX MOOYKICHHH,
TaK ¥ C HAMEPEHUEM MMPUIUHUTH Bpel. DTO MOXKET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI IO 3aIIUTE HU(PPOBOI permyTaIin:

1. Tlomymaii, mpex/e 4eM 9TO-TO ITyOJMKOBATh U TIepeIaBaTh y ceOsi B OJI0Te WK B COLUAIBHOMN
ceTy;

2. B Hactpoiikax npo¢uis ycTaHOBH OTPaHHYCHUS HA IPOCMOTP TBOETO NPODHUIIS U €T
COJIEP>)KUMOT O, cIeNail ero TOIBKO « I APYy3eh»;

3. He pa3meraii u He yka3biBail HHGOPMAIUIO, KOTOPAs MOXKET KOro-JTH00 OCKOPOJISITh WITH
00MXKaTh.



ABTOpCKOe NMPaBo

CoBpeMeHHBIE IIKOJLHUKH— aKTUBHBIE MOJIb30BaTENN U(PoBOro npocrpancTsa. OHAKO AaJEKO HE BCE
3HAIOT, YTO MOJIb30BaHUE MHOTMHU BO3MOXKHOCTSIMU II(poBOro Mupa TpedyeT coOIroIeHus NpaB Ha
HUHTEJUICKTYaIbHYI0 COOCTBEHHOCTb.

TepMmuH «MHTEIEKTYalIbHAsE COOCTBEHHOCTB» OTHOCHTCS K Pa3IMYHBIM TBOPEHHUSM YEJIOBEUECKOTO yMa,
Ha4yMHAsl C HOBBIX U300PETeHUI M 3HAKOB, 0003HAYAIOLINX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH , U
3aKaH4MBasi KHUraMHu, PoTorpapusiMu, KHHOQHUIbBMaMHU U MY3bIKATbHBIMH MTPOU3BEICHUSAMHU.

ABTOpCKHE TIpaBa — 3TO MpaBa Ha HHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh HA MMPOU3BEACHUS HAYKH,
JUTEpaTypbl U HCKYCCTBA.

ABTOpPCKHE TIpaBa BHICTYNAIOT B KAUECTBE FapaHTUU TOTO, YTO MHTEIUICKTYJIbHBINH/TBOPUECKUH TPy
aBTOpa He Oy/eT HaIllpaCHBIM, JacT €My CIIPaBeUINBbIE BO3ZMOXKHOCTH 3apaboTaTh Ha pe3ybTaTaX CBOETO
TpyZa, HOJYYUTh U3BECTHOCTh U IIPU3HAHUE.

Huxkto 6e3 pa3pCuICHUd aBTOPa HE MOXKET BOCIIPOU3BOAUTL €ro NMPOU3BCACHUEC, paClIPOCTPAHATD,
Hy6JII/IT-IHO AEMOHCTPUPOBATH, IIPpOJaBaTh, UMIIOPTUPOBATH, ITYCKATh B IIPOKAT, Hy6JII/I‘IHO HUCIIOJIHATD,
MMOKa3bIBATh/UCIIOIHSATE B 3(bnpe WK pa3sMCllaTh B I/IHTepHeTe.

Hcnons3oBanue (IIUPATCKOTro» NporpaMMHOI0 obecrieyeHus MOKET MMPUBECTU K MHOTUM PUCKaM: OT
MOTEPU AaHHBIX K TBOMM aKKayHTaM 10 6J'IOKI/IpOBKI/I TBOCTO YCTpOﬁCTBa, rac YCTaHOBHCHHBIﬁ HC
JICTaJIbHad MporpamMma. He crout takxe 336BIB3.TI:, YTO CYHIECTBYCT JICTAJIbHBIC OecIlIaTHEIE
IporpaMmabl, KOTOPBIE MOKHO HANTH B CETH.



